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ABSTRACT

Field-Programmable Gate Arrays (FPGAs) are widely deployed
in security-critical systems, making defects in their designs and
synthesis toolchains potential sources of severe vulnerabilities.
Existing approaches can detect miscompilations or design inconsis-
tencies but cannot determine whether such defects are practically
exploitable in real-world scenarios. To address this limitation, we
propose DefVul-Risk, an automated framework that leverages a
fine-tuned large language model to assess the security risk of FPGA-
related defects. We construct a manually curated dataset of real-
world defects and their contextual information, enabling the model
to learn how to locate defects, infer their security impact, and
assign risk levels with natural-language explanations. In a three-
month evaluation, DefVul-Risk identified 26 previously unknown
vulnerabilities, nine of which have already been assigned CVE
identifiers, demonstrating strong effectiveness and generalization.
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1 INTRODUCTION

As a reconfigurable hardware platform, FPGAs are widely used in
industrial automation, edge computing, and many other security-
critical domains [3, 16]. Any vulnerability in FPGA hardware plat-
forms may cause incorrect system behavior, service disruption, or
even introduce persistent backdoors in deployed devices [21, 28, 29].
Recent research studies have demonstrated that defects in FPGA
design and synthesis toolchains can be exploited to mount practical
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attacks practical attacks [7, 10, 14, 25]. Hence, it is critical to identify
such defects before they are manifest as real FPGA vulnerabilities.

Existing defect-detection methods mainly focus on determining
whether a given behavior constitutes a defect in the design or
toolchain [11, 12, 22, 31]. However, they cannot automatically assess
whether such defects can be manifest as real FPGA vulnerabilities.
Specifically, there are two challenges in automatically assessing
whether a detected defect can result in a real FPGA vulnerability.

First, we need to bridge the gap between low-level synthesis or
design defects and high-level security vulnerabilities. A miscompi-
lation or design bug is usually reported as an inconsistency between
two netlists or simulation traces, but this does not directly indicate
whether confidentiality, integrity, or availability is violated [8]. For
example, dropping a reset, mis-propagating a control signal, or
optimizing away a check may or may not affect a security-critical
register, depending on how the signal is used in the larger system.
Existing defect detection methods typically stop at flagging the
defect itself and do not analyze how the affected signals propagate
to security-critical interfaces or break security invariants, making
it difficult to decide whether a defect is truly security-relevant [24].

Second, even when a defect is potentially security-relevant, it
is challenging to explore realistic attack scenarios that exploit it.
transforming a defect into a practical FPGA vulnerability often
requires constructing specific trigger conditions, integrating the
buggy component into a complete System-on-Chip (SoC) or accel-
erator, and mapping the effect to an attacker-visible payload on
a concrete board or deployment. Current methods either rely on
manual, case-by-case analysis or demonstrate only a small number
of manually constructed examples [9, 19, 20], which does not scale
to the large number of defects uncovered by modern testing and
fuzzing tools.

To address these challenges, we propose DefVul-Risk, an au-
tomated framework for evaluating the security risk of defects in
FPGA designs and synthesis toolchains, built on a fine-tuned large
language model. To bridge the gap between low-level synthesis or
design defects and high-level security vulnerabilities, we construct
a defect codebase by collecting real-world defects and their contexts.
Then we use the context to identify the defect location, classify the
defect type, and build a specific vulnerability. Based on the specific
vulnerability we analyze the security impact and give a label to
it in the codebase. To automatically assess the security relevance
of specific defects, we fine-tune a large language model via the
defect codebase. The fine-tuned model can assess the risk level
(high/medium/low) of new defects and provide a natural-language
rationale of the security risk.

https://doi.org/10.1145/nnnnnnn.nnnnnnn
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To evaluate the effectiveness of DefVul-Risk, we conducted an
extensive experimental study. The experimental results show that
our fine-tuned model effectively assesses the security risk of defects
and generalizes to previously unseen cases. Over a three-month
evaluation period, we identified 26 vulnerabilities and reported
them to the official CVE program, nine of which have already been
assigned CVE IDs.

The main contributions of our work are as follows:
(1) We build a curated defects codebase for FPGA designs and

synthesis toolchains, consolidating real-world defect cases with
real vulnerabilities.

(2) We propose DefVul-Risk, an automated framework designed
to evaluate the security risk of defects in FPGA designs and
synthesis toolchains, leveraging a fine-tuned LLM.

(3) We demonstrate practical effectiveness: in a three-month evalu-
ation, our workflow identified 26 vulnerabilities reported to the
official CVE program, nine of which have already been assigned
CVE IDs.

(4) We release artifacts (code, prompts, and labeling schema) to
facilitate reproducibility and future research on security risk
assessment for FPGA ecosystems [1].

2 RELATEDWORK

Security concerns surrounding FPGAs and their Electronic Design
Automation (EDA) toolchains have increasingly attracted attention
in recent years. Existing research on FPGA toolchains can be
broadly classified into three categories: defect detection, functional
equivalence verification, and hardware Trojan analysis. In the field
of defect detection, techniques such as static analysis, symbolic
execution, fuzzing, and differential testing have been explored
to uncover translation or optimization anomalies within EDA
tools. Representative studies include TransFuzz [22], SynFuzz [18],
and mutation- or generator-based testing frameworks such as
Verismith [11], HDLGen [27], and MutaSynth [30]. While these
approaches effectively detect mis-synthesis or transformation er-
rors, they generally lack systematic and quantitative evaluation
of exploitability or real-world security implications. Functional
equivalence verification methods employ Satisfiability (SAT) solv-
ing, Binary Decision Diagram (BDD) reasoning, or other formal
verification frameworks to ensure consistency between RTL and
synthesized netlists [4, 5, 13]. Although these methods excel at
detecting functional inequivalence, they suffer from scalability
limitations in large or deeply optimized designs and rarely assess
the potential security consequences of discovered discrepancies.
Research on hardware Trojan detection, on the other hand, focuses
primarily on identifying malicious logic that has already been
inserted into hardware [6, 15, 17]. However, these studies generally
assume that Trojans exist a priori and pay little attention to
how inherent synthesis or optimization flaws in EDA toolchains
themselves can introduce exploitable vulnerabilities. Overall, prior
work remains constrained by the absence of an end-to-end frame-
work that unifies defect discovery, vulnerability construction, and
risk quantification. In contrast, this work presents DefVul-Risk, a
framework for converting toolchain defects into vulnerabilities and
assessing their security impact.

3 FRAMEWORK OF DEFVUL-RISK

3.1 Overview

In this section, we propose DefVul-Risk, a new automated as-
sessment method to evaluate the risk of defects in FPGA design

and synthesis toolchains more comprehensively. The framework
of DefVul-Risk is illustrated in Fig. 1. It consists of three com-
ponents. (1) Defect Collection Component. We first build a
defects codebase by collecting real-world defects from FPGA designs
and synthesis toolchains. Each entry in this codebase stores the
defective HDL snippet together with its context (e.g., surrounding
modules and configuration), which provides the low-level evidence
on which our analysis is based. (2) Vulnerability Construction

Component. Given a collected defect, we then construct a corre-
sponding vulnerability instance. As shown in the middle part of
Fig. 1, we identify the defect location, classify its type, and analyze
the reason, including triggering conditions and possible propagation
paths to the deployed FPGA. Based on this analysis, we label and
construct a structured vulnerability record that links the defect to
its potential security impact, such as confidentiality, integrity, or
availability violations. This step bridges the gap between defects
and security properties. (3) LLM-based Risk Assessment Com-

ponent. Finally, we fine-tune a large language model (LLM) using
the constructed vulnerability records. The fine-tuned LLM learns
to map a new defect—represented by its code snippet and auxiliary
description—to a security assessment, producing both a risk level
(e.g., high/medium/low) and a natural-language explanation. When
applied to previously unseen defects, DefVul-Risk can therefore
automatically assess whether and to what extent a defect is likely
to translate into a real FPGA vulnerability.

3.2 Defect Collection Component

This phase focuses on selecting representative FPGA synthesis
tools, collecting verified defect data, and constructing a hierarchical
defect classification system to support subsequent vulnerability
generation and risk evaluation.

We first collect defects from widely used FPGA design and syn-
thesis tools, including ABC [23], Yosys [26], and Vivado [2], because
they provide concrete defect contexts that can be systematically
analyzed. For Vivado, we analyzed official release notes and user
community discussions, focusing on sections such as Bug or defects
along with reports describing functional or synthesis anomalies.
For Yosys and ABC, GitHub issues and pull requests were system-
atically examined to identify confirmed defects accompanied by
reproducible examples or developer acknowledgments. As shown
in Figure 2, after polishing, pruning, de-duplication, and manual
verification, we retain 670 validated defect cases out of 2,191 initial
defect cases in our defect codebase, as these defects are reproducible
and still present in the corresponding synthesis tools at the time of
writing, thus ensuring their relevance and accuracy.

In these defect cases, 191 originate from Vivado, 400 from Yosys,
and 79 from ABC. These cases cover multiple stages of the FPGA
design and synthesis toolchain, including frontend parsing, inter-
mediate representation, optimization, verification, and backend
synthesis. Then the defect context is divided into two parts: the
defect location and the defect cause. During this process, if the
original defect report already specifies the defect location and
cause, we preserve these descriptions. Otherwise, we manually
inspect the code and related logs to infer and annotate both the
defect location and the defect cause, ensuring a consistent and
structured context for each defect case. Based on the defect location,
we define 7 primary categories of defects, which is frontend parsing,
Intermediate Representation (IR) transformation, synthesis and op-
timization, formal verification, backend output, tool infrastructure,
and external integration. And based on the defect cause, we define
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Defects Collection

always_ff @(posedge clk) begin 

internal_sig <= clk; end

if (tag_mem_wp__en) 

tag_mem_0[tag_mem_wp__addr] 
<= tag_mem_wp__data;

o = j > l; 

l = (l | j) ? k ? h : i ? 0 : n : 0; 

Vuln Construction

Identify Defects

Class Reason

Label & Construct Vuln

assign fused = buggy_expr_orig & 

{{24{control_flag}}};
wire signed [23:0] buggy_expr;

LLM Fine-Tune

Fine-tuning LLM

Fine-tuned LLM

Other

Defects

AssessmentVulnerability

Figure 1: The framework of DefVul-Risk

Figure 2: Core ideas behind three types.
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Figure 3: Taxonomy of defects in FPGA design and synthesis

toolchains.

26 secondary subcategories grouped under the primary categories,
as shown in Fig 3.

3.3 Vulnerability Construction Component

Based on this collected defect codebase, we then examine each
defect and determine whether it can be transformed into a concrete
vulnerability instance, i.e., whether the defect can lead to an
exploitable FPGA vulnerability. Inspired by prior work [22], we
say that a defect D in an FPGA design or synthesis toolchain is
vulnerability-constructible if there exist a design context 𝐶 and an
input sequence 𝐼 such that: (i) the FPGA implementation produced
in the presence of D exhibits a behavioral deviation from a defect-
free reference implementation under 𝐼 while still passing the
standard validation and verification flow, and (ii) this deviation can
be exploited by an adversary controlling 𝐶 or 𝐼 to violate at least
one security property (e.g., confidentiality, integrity, or availability)
of the target design. Hence, from the 670 validated defects, we
manually construct 531 defect–vulnerability pairs and label the
risk level (high, medium, low) of them. For each vulnerability-
constructible defect, we derive a concrete vulnerability instance by
embedding the defect into a minimal HDL design context, crafting

Figure 4: Construction process.

a triggering input sequence, and annotating the violated security
property and attack preconditions.

Figure 4 has shown the example of our construction procedure.
We start from a small, security-critical design that behaves correctly
and enforces the intended access-control policy in the absence of
defects (Fig. 4a). Next, we identify where a real defect from our code-
base can appear in such a design and replace the corresponding logic
with the defective implementation while keeping the surrounding
logic unchanged (Fig. 4b). This ensures that any behavioral devi-
ation is solely attributable to the defect. Finally, we construct a
minimal attacker-controlled environment and input pattern that
exercise the defective path and cause a violation of the security
property, such as bypassing an access-control check or corrupting
protected data Fig. 4c). The resulting design, together with the
triggering condition and the violated property, forms a concrete
defect–vulnerability pair in our dataset. By this construction, each
vulnerability instance explicitly links a real defect to a concrete
design context, a triggering condition, and an observable security
violation, providing high-quality ground truth for training and
evaluating DefVul-Risk.

3.4 LLM-based Risk Assessment Component

Given the curated defect–vulnerability codebase, the last stage
of DefVul-Risk is to learn an automated risk assessor based on
a large language model (LLM). Intuitively, the assessor takes as
input a defect together with its context and outputs a security
risk assessment, including both a discrete risk level and a natural-
language explanation.

Problem formulation. For each vulnerability-constructible defect,
we have constructed a defect–vulnerability pair consisting of: (i) the
defective HDL snippet and its surrounding design context; (ii) the
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Table 1: Performance of different LLM backbones and strategies on defect–vulnerability risk assessment.

Model Setting Acc Macro-F1 #Params

Low Medium High

P R F1 P R F1 P R F1

Llama3.3-70B FT 0.80 0.75 70B 0.84 0.80 0.82 0.75 0.70 0.72 0.72 0.68 0.70
CodeLlama-70B FT 0.79 0.73 70B 0.83 0.79 0.81 0.73 0.69 0.71 0.71 0.66 0.68
DeepSeekCoder-33B FT 0.76 0.70 33B 0.80 0.76 0.78 0.70 0.65 0.67 0.69 0.63 0.66
Qwen2.5-32B FT 0.75 0.69 32B 0.79 0.75 0.77 0.69 0.63 0.66 0.68 0.61 0.64
Gemma2-27B FT 0.74 0.68 27B 0.78 0.74 0.76 0.68 0.62 0.65 0.67 0.60 0.63
Llama3.3-8B FT 0.73 0.67 8B 0.77 0.73 0.75 0.67 0.61 0.64 0.66 0.59 0.62

Gemini-2.5-Pro FS 0.76 0.71 – 0.80 0.76 0.78 0.70 0.64 0.67 0.68 0.62 0.65
GPT-4 FS 0.78 0.72 – 0.82 0.78 0.80 0.72 0.66 0.69 0.70 0.64 0.67
Claude-4.5-Sonnet FS 0.77 0.71 – 0.81 0.77 0.79 0.71 0.65 0.68 0.69 0.63 0.66

manually annotated defect location and defect cause; (iii) the con-
structed vulnerability instance, including the violated security prop-
erty (e.g., confidentiality, integrity, availability) and the attacker
preconditions (e.g., control over certain inputs or configuration
bits). We denote such a pair by (⌈, ⊑, 𝑟 ), where ⌈ is the defect, ⊑ is
the associated vulnerability description, and 𝑟 is an expert-assigned
risk label. Following common practice in vulnerability assessment,
we adopt a three-level scale 𝑟 ∈ {Low,Medium,High}.

The goal of the LLM-based assessor is to approximate a mapping

𝑓𝜃 : (⌈, ⊑) −→ (𝑟, 𝑒),

where 𝑓𝜃 is parameterized by the fine-tuned LLM, 𝑟 is the predicted
risk label, and 𝑒 is a textual explanation that justifies the decision in
terms of the defect location, cause, trigger conditions, and impact
on the FPGA design.

Input and output encoding. To feed the defect–vulnerability pairs
into the LLM, we linearize each pair into an instruction-style textual
prompt. Each prompt contains four components: (1) a concise
natural-language description of the defect cause; (2) the key HDL
snippet with minimal surrounding context; (3) the constructed
vulnerability scenario, including the violated property and attacker
preconditions; and (4) a task instruction that asks the model,
as a “hardware security expert”, to assess the security risk. The
target output is a short structured response consisting of the risk
level in {Low, Medium, High} and a 1–3 sentence explanation.
During training, we treat this as a standard supervised instruction-
following task and minimize the token-level cross-entropy between
the generated response and the expert-written reference.

Model and training setup. We start from a pre-trained large
language model and adapt it to our task using parameter-efficient
fine-tuning with LoRA. Concretely, we insert low-rank adapters
into the attention and feed-forward layers and only update the LoRA
parameters while keeping the original model weights frozen, which
substantially reduces the computational andmemory cost compared
to full fine-tuning. We then fine-tune this LoRA-augmented model
on our labeled defect–vulnerability pairs in a supervised instruction-
following manner. To enable a fair evaluation of effectiveness,
we randomly split the pairs into disjoint training, validation, and
test sets with a 70%/10%/20% ratio. The training set is used to
update the LoRA parameters, the validation set is used for early
stopping and hyper-parameter selection, and the held-out test set
is reserved exclusively for the experiments in Section 4. The choice
and configuration of the base LLM are detailed in Section 4.1.

4 EVALUATION

4.1 Evaluation Setup

In our experiments, we evaluate DefVul-Risk using a diverse set of
state-of-the-art LLMs that cover both open-source and commercial
families, different parameter scales, and different levels of code-
understanding capability. Specifically, we fine-tune several open-
source models, including DeepSeekCoder-33B, DeepSeekCoder-
7B, Llama3-70B, Llama3-8B, and Qwen2.5-32B, using LoRA with
rank 16 and 𝛼 = 32, applied to both attention and feed-forward
layers. These models are chosen because they represent strong
code-reasoning and general-reasoning architectures, allowing us
to analyze whether FPGA-centric vulnerability assessment benefits
more from code-specialized or general-purpose LLMs. Training is
performed for 3 epochs with a learning rate of 1 × 10−4, AdamW
optimizer, a global sequence length of 4,096 tokens, and batch size
8 per GPU with gradient accumulation on an 8×A100 environment.
In addition, we include Gemma2-27B as a zero-shot baseline (i.e.,
no fine-tuning), since it is a modern instruction-tuned model
but not explicitly optimized for HDL or synthesis-tool semantics.
For broader comparison, we also evaluate GPT-3.5 and GPT-4 in
zero-shot mode due to the lack of fine-tuning access; for these
commercial models we use the same prompt structure as in fine-
tuning and set all decoding parameters, including the temperature,
to 0 to ensure deterministic outputs. We maintain temperature = 0
for all models (fine-tuned or zero-shot) to reduce randomness and
guarantee stable, reproducible risk predictions.

4.2 Impact of LLM Backbone and Fine-tuning

Strategy

We instantiate DefVul-Risk with the LLM backbones and set-
tings listed in Table 1 and compare their performance on defect–
vulnerability risk assessment. For each defect–vulnerability pair
in the test set, the ground truth risk label (Low/Medium/High)
is taken from the expert annotations introduced in Section 3.2,
where each sample is double-annotated and adjudicated by several
senior reviewers. We evaluate all models using overall accuracy
and macro-F1 over the three risk labels.

As shown in Table 1, the best overall performance is achieved
by the fine-tuned Llama3.3-70B model, with accuracy 0.80 and
macro-F1 0.75. The fine-tuned CodeLlama-70B is very close (ac-
curacy 0.79, macro-F1 0.73), followed by DeepSeekCoder-33B (0.76
/ 0.70), Qwen2.5-32B (0.75 / 0.69), Gemma2-27B (0.74 / 0.68) and
Llama3.3-8B (0.73 / 0.67) Comparing fine-tuned open-source LLMs
with few-shot commercial LLMs, we observe that fine-tuning on
our defect–vulnerability dataset yields a consistent advantage. For
example, Llama3.3-70B(FT) surpasses GPT-4(FS) by 2 points in
accuracy (0.80 vs. 0.78) and 3 points in macro-F1 (0.75 vs. 0.72).
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Table 2: CVE-2025 vulnerabilities confirmed from vulnera-

bilities constructed by our Method

CVE ID Short description

CVE-2025-56255 Arithmetic miscompilation in signed shift expression
CVE-2025-61109 Always-incorrect control-flow implementation
CVE-2025-61110 Synthesis miscompilation in optimization pipeline
CVE-2025-61111 Memory exhaustion in synthesis front-end
CVE-2025-63481 Logic corruption in transformation and mapping
CVE-2025-63486 Incorrect hardware logic emission in netlist output
CVE-2025-63489 Unbounded resource consumption during synthesis
CVE-2025-63492 Access-control protection mechanism bypass
CVE-2025-63493 Reachable assertion in verification flow

Total = 26 vulnerabilities identified by DefVul-Risk: 9 confirmed by official
developers, 17 submitted to developers (details on GitHub [1]).

A similar pattern holds when comparing CodeLlama-70B(FT) to
few-shot GPT-4 and Claude-4.5-Sonnet (0.77 / 0.71).

Within the fine-tuned LLMs, larger backbones tend to achieve
better overall performance. Llama3.3-70B and CodeLlama-70B (ac-
curacy 0.80 / 0.79, macro-F1 0.75 / 0.73) are ahead of DeepSeekCoder-
33B (0.76 / 0.70), Qwen2.5-32B (0.75 / 0.69), Gemma2-27B (0.74 / 0.68)
and Llama3.3-8B (0.73 / 0.67). However, the differences among 32B,
27B and 8B backbones are relatively modest. Their macro-F1 scores
fall in a narrow range between 0.67 and 0.69. Comparing backbones
of similar scale, Llama3.3-70B and CodeLlama-70B obtain higher
macro-F1 than the 30B–33B models, while DeepSeekCoder-33B and
Qwen2.5-32B are themselves close to each other.

Across all models, the Low label is consistently the easiest to
recognize. For example, Llama3.3-70B(FT) attains F1Low = 0.82
with precision 0.84 and recall 0.80, whereas its F1 on Medium
and High risks is lower (0.72 and 0.70, respectively). The same
trend appears for other fine-tuned backbones (e.g., CodeLlama-
70B: F1Low = 0.81, F1Med = 0.71, F1High = 0.68) and for the few-
shot commercial models (e.g., GPT-4: 0.80 / 0.69 / 0.67 for Low /
Medium / High).The majority of Low-risk cases correspond to
defects that merely cause tool crashes or synthesis failures. In
these cases, the tool aborts before deployment, so the security
impact is clearly bounded, and LLMs can reliably map such “fail-
closed” behavior to Low risk. Second, for some genuinely High-risk
defects, LLMs still tend to underestimate the risk. Typical examples
include incorrect constant propagation in access-control conditions,
dropping security checks in optimized netlists, or mis-handling
reset logic that exposes sensitive states during reconfiguration.
In these cases, LLMs occasionally predict Medium instead of
High. This behavior is reflected in the lower recall on High (e.g.,
0.68 for Llama3.3-70B and 0.64 for GPT-4), indicating that LLMs
sometimes underestimate risk by treating severe violations as only
moderately exploitable. Fine-tuned large models reduce but do not
eliminate this tendency, suggesting that distinguishing borderline
Medium/High cases remains a challenging aspect of the task.

4.3 Vulnerability Generation and Validation

Building on the results in Section 4.2, we instantiate DefVul-
Risk with our best fine-tuned LLM backbone (Llama3.3-70B) and
evaluate the full pipeline on real engineering defects. We collect 100
additional defects frommainstream FPGA toolchains (40 fromYosys,
40 from Vivado, and 20 from ABC) that are not used in training.
For each defect, we feed its HDL snippet and context into DefVul-
Risk, which predicts a security risk label (Low/Medium/High) and
constructs a candidate vulnerability instance when applicable. In

total, DefVul-Risk classifies 55 defects as Low risk, 17 asMedium

risk, and 28 as High risk.
For the external validation, we focus on defects that DefVul-

Risk assesses as High risk. For each such defect, DefVul-Risk
automatically constructs a vulnerability instance consisting of (i)
a minimal HDL harness that embeds the defect into an end-to-
end access-control or data-path scenario, (ii) a concrete trigger
condition over inputs or configuration signals, and (iii) a natural-
language explanation of the violation. We then submit the security-
relevant cases, together with the minimal reproducer and impact
description, to the respective toolchain developers or security teams.
So far, nine vulnerabilities derived from DefVul-Risk outputs
have been independently confirmed and assigned CVE identifiers,
as shown in Table 2. In addition, we have reported 17 further
security defects, with their processing status continuously updated
on our GitHub page. This proactive approach not only aids in
promptly identifying and addressing security vulnerabilities but
also fosters collaboration with toolchain developers and security
teams, ensuring the continuous improvement of security practices
within the community.
1 -module top (y, clk, wire3, wire2);
2 -output [80:0] y;
3 -input clk;
4 -input signed [20:0] wire3;
5 -input signed [3:0] wire2;
6 -reg signed [20:0] reg10 = 1'b0;
7 -assign y = reg10;
8 -always @(posedge clk)
9 - reg10<=-$signed((-(wire2 ≪ {wire3})));

10 -endmodule
11
12 +module access_control_C (clk, rst_n, user_id, req_access, inp1,

inp2, access_granted);
13 +input clk, rst_n, req_access;
14 +input [3:0] user_id, inp2;
15 +input signed [3:0] inp1;
16 +output reg access_granted;
17 +wire auth_ok = (user_id = 4'hA);
18 +wire signed [23:0] buggy_expr_orig =
19 + -$signed(-(inp1 ≪< inp2));
20 +wire control_flag = 1'b0;
21 +wire [23:0] fused = buggy_expr_orig &

{24{control_flag}};
22 +wire signed [23:0] buggy_expr = fused;
23 +wire trigger = buggy_expr[23] & req_access;
24 +always @(posedge clk or negedge rst_n) begin
25 + if (!rst_n) access_granted<=1'b0;
26 + else if (req_access) access_granted<=auth_ok | trigger;
27 + else access_granted<=1'b0;
28 +end
29 +endmodule

Listing 1: From arithmetic defect to access-control

vulnerability constructed by DefVul-Risk.

Listing 1 shows a representativeHigh risk case originating from
the arithmetic synthesis pipeline of Yosys1. The uppermodule (top)
is a simplified version of the original defect trigger, it updates
a signed register reg10 using a nested negation of a left shift,
reg10 <= -$signed((-(wire2 « {wire3}))). In the
absence of defects, this module should simply compute a signed
shift and propagate the result to y. In practice, the synthesis
pass mishandles this pattern in the IR, causing incorrect sign-bit
propagation for certain inputs. However, in isolation this only
manifests as a functional miscalculation and does not directly
translate into a security problem.
DefVul-Risk takes this arithmetic defect and automatically

wraps it into an access-control scenario, shown in the lower module
(access_control_C). The harness reuses the same signed-
shift pattern as buggy_expr_orig: buggy_expr_orig =
-$signed(-(inp1 «< inp2)). The intended design
1https://github.com/YosysHQ/yosys/issues/3278
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is to completely mask out this intermediate value: the
constant control_flag is set to 1’b0, so fused =
buggy_expr_orig & {{24{control_flag}}} should
always be zero, and buggy_expr (and hence trigger) should
remain deasserted. Under this intention, access_granted
should only depend on auth_ok, i.e., whether user_idmatches
the authorized value.

Due to the original IR-level defect in the arithmetic and masking
pipeline, the synthesis tool incorrectly simplifies the masking oper-
ation and effectively drops the zero mask on buggy_expr_orig.
In the synthesized netlist, bits from buggy_expr_orig can still
propagate to buggy_expr[23], so an attacker who controls
inp1, inp2, and req_access can force trigger to 1 even
when auth_ok is 0. As a result, access_granted may be
asserted without satisfying the intended authentication check, esca-
lating privileges. Using exactly this minimal reproducer generated
by DefVul-Risk, the toolchain developers were able to reproduce
the mis-synthesis and confirm that the gate-level behavior matches
the predicted attack scenario, and the issue has since been assigned
a CVE identifier.

4.4 Expert Study of Risk Labels

Since the risk labels (Low,Medium,High) are directly used to train
and evaluate DefVul-Risk, we conduct an expert study to assess
how well these labels align with domain judgment. We recruit 8
hardware/security experts experienced in FPGA design, toolchain
development, or hardware security analysis. From our curated
defect–vulnerability codebase, we sample 180 defect–vulnerability
pairs, stratified across tools and defect types (60 pairs per risk level).
For each pair, the expert is given the HDL snippet, defect context
(location and cause), and the constructed vulnerability description,
but not the original label. The expert then assigns one of the three
risk levels (Low,Medium, High) following the same guidelines
used in our dataset construction.

We treat our original risk labels as reference annotations and
measure how closely each expert’s labels match this reference. For
each expert, we compute (i) the overall agreement, i.e., the fraction
of samples where the expert’s label matches the reference, and
(ii) Cohen’s kappa (𝜅) to quantify agreement beyond chance. We
also compute agreement and 𝜅 per risk level by restricting the
evaluation to samples whose reference label is Low,Medium, or
High, respectively. As summarized in Figure 5, the mean overall
agreement across experts is 0.88 and the mean kappa is 0.83. Per-
class analysis shows that High-risk labels achieve the most stable
agreement (mean agreement 0.93, mean 𝜅 = 0.89), followed by Low
risk (0.86, 𝜅 = 0.81), while Medium risk exhibits slightly lower
but still substantial agreement (0.84, 𝜅 = 0.78) due to its boundary
nature between clearly benign and clearly severe cases.

Qualitatively, we observe the expected confusion patterns: ex-
perts rarely disagree on obviously severe vulnerabilities (e.g., de-
fects that directly remove access-control checks or leak sensitive
states), but sometimes diverge between Low andMedium when
a defect causes only tool crashes or conservative failures in un-
common configurations, and between Medium and High when
exploitability depends on deployment assumptions. Nonetheless,
no risk level falls into the “poor” or “moderate” agreement range,
and almost all disagreements are within one step of the reference
label (e.g., High vs.Medium, rather than High vs. Low). These
results indicate that the proposed Low/Medium/High scheme
is interpretable and consistently applied by domain specialists,
supporting its use as ground truth for training and evaluating
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Figure 5: Inter-rater agreement between experts and refer-

ence risk labels.

DefVul-Risk. The defect taxonomy mainly provides structured
context (e.g., defect location and cause) for these judgments, while
the risk labels capture the overall security impact that DefVul-Risk
aims to predict.

5 DISCUSSION

Our results reveal consistent patterns in how LLMs behave on this
task. Across all backbones, Low-risk cases are easiest to recognize,
largely because many correspond to crashes or fail-closed behavior
where synthesis aborts before deployment. In contrast, Medium and
High risks are harder to separate: both our error analysis and the
expert study in Section 4.4 show that LLMs sometimes overestimate
benign-but-noisy defects, and more critically, sometimes under-
estimate subtle but severe cases such as dropped access-control
checks or mis-synthesized reset logic. Larger fine-tuned backbones
reduce these underestimation errors and improve F1 on High-
risk defects, but the Medium/High boundary remains intrinsically
ambiguous. As a result, the current instantiation of DefVul-Risk
should be viewed as a triage and evidence-generation tool rather
than a final oracle. In practice we mitigate these limitations by
focusing human review on Medium/High predictions, requiring
expert confirmation before deploying vulnerability reports, and
continually refining the model with newly confirmed cases (e.g.,
CVE-assigned vulnerabilities). Furthermore, broader participation
from official FPGA design and synthesis toolchains teams may
reveal additional perspectives.

6 CONCLUSION

We presented DefVul-Risk, a defect-driven framework that unifies
vulnerability generation and security risk assessment for FPGA
toolchains. The system integrates curated defect data, LLM-based
vulnerability synthesis, and multi-dimensional risk evaluation,
enabling automated discovery and validation of security-relevant
defects. Experiments show strong effectiveness, including competi-
tive risk-classification performance and multiple confirmed CVEs,
demonstrating that DefVul-Risk provides a practical and scalable
paradigm for enhancing toolchain security.
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